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What is f-differential privacy?

A Lipschitz-type requirement on a Markov kernel or a Randomized algorithm.
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Before differential privacy (Domain, Range and Examples of a Markov kernel)

o A Markov kernel is a map M : Q| x .%, — [0, 1] such that {M(w1,) },s,cq, is a
measurable collection of probability measures on (Q,,.%7).

o Itis also known as a Channel, Cryptographic encryption, Randomized algorithm.

. M
@ Moreover, one can think of Markov kernels as a ‘map’ (Q;,.%1) — (Q,,.%,) that
takes probability measures to probability measures, and functions to functions.

M(Py)(Az) == A M(wi,A2)dPi(w1) M(f2)(w1) / M(wi,dwa)fa(w2) (1)

o SRW: Q| = Q) =Z with #| = % =22 and M(w1,-) = pS, w141+ (1 = P) Sy i —1-
o Transition matrix: Markov chain on a countable space Q| = Q,, .F| =.% =2% is
given by a N x N transition ‘matrix” M(w1,A2) = Y., ca, M(w1,w2).
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Before differential privacy (Examples & a little algebra)

2

Normal: Q; =Q, =R, % =%, = Br,M(0,A) := [,_ ee > dx_{N(B,l)}geR.
o Convolve: Q| =Q), =G, ¥ =% = B, M(0,A) := u(A—0) ={0g * U}oca-
Deterministic: M(w;,A) = 14,(f(w1)) for a function (Q;,.%;) ER (Q,,.%)".
One can do algebra as well as analysis on the ‘class’ of Markov kernels M

o Convex combination: Zﬂ-‘zl A:M; for scalars A; > O,Z,f:1 A; =1 for © My Qz
Composition: M o M\ (w1,A3) := [, Mi(w1,dw2)Ma(w2,A3) for my Qz Q3.

o Product: M, ®M2(W1,A2 ><A3) =M (Wl,Az)Mz(wl,Ag,) for Q.l Ag Qz, .Ql Ag 9.3

I'This is important in constructing Pseudorandom objects. See Luca Trevisan’s lectures at Simons Institute.
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Differential privacy— Step 0 (Domain and the Range)

‘Every’ new definition in statistics, CS is a requirement” on a Markov kernel M.
Being Gaussian is also a requirement on an M! Can you guess why?

Differential privacy is a specific statistical requirement on a Markov kernel M.

‘Cryptographic security’ is a specific computational requirement on M.

Now, we formalize the definition of Differential privacy (Q,,.%) LS (Q2,.%,).
First, it requires us to define a symmetric relation w ~ w' on Q;.

In fact, the example of interest is a metric space (Qi,d;) and w ~ w' <> dj(w,w') < 1.
We can further specialize to Q; = x* with d;(S,5') = A(S,S") := Y5, 1(S; # S).

2]t also includes some more structure on the domain €, and range Q, than just measurable spaces.
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Differential privacy— Step 0 (The Lipschitz requirement, intuition)

o We can further specialize to Q; = x* with d(S,8") = A(S,S') := Y5, 1(S; # S)).

For A(S,S") < 1 we want M(S) and M(S’) to be statistically indistinguishable.

o It immediately suggests a computational analogue of differential privacy.

o We describe the notion of statistical indistinguishability through Blackwell ordering.

o Consider a hypothesis testing problem of two probability measures P, Q on (£,.%7).
o Foratest (Q,,.%) 5 ([0, 1],%,1)), type I error= P(¢), type Il error= Q(1 — ¢).

o Consider the following trade-off function as a baseline notion of differential privacy.

f(@) =T(P.0)(a) = inf{Q(1 — @) : P(9) < a0, ¢ : (Q2,F2) = [0,1]} for & € [0, 1].
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Trade off functions and the definition of f-differential privacy

Theorem (Characterization of trade-off functions [2])

A function f : [0,1] — [0, 1] is a trade-off function for some distributions P,Q on (Q,.F) if
and only if f is convex, continuous , non-increasing, and f(x) < 1—xforx € [0,1].
Definition (f-differential privacy [2])
A Markov kernel M : (x*,A) — (Q,.%,) is said to satisfy f-DP (for some TOF f) if

N ing 1T(M (S),M(S")) > f pointwise everywhere on [0, 1]. (2)

5.8)<

Theorem (Connections with the traditional definition [2])
A mechanism M is (&,8) DP if and only if M is f, s — DP.

fes(a) =max{0,1 -5 —e‘a,e *(1-6—0)} 3)
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Crash course on Hypothesis testing and ROC curves I

Definition (Trade-off function)

Given two probability distributions P, Q on a measurable space (£,.%,), we define the
trade-off function as the map T(P,Q) : [0,1] — [0,1] for o € [0,1] as

T(P.Q)(@):=inf{Q(1-9) | P(p) < @.9: (@2,72) % (0.1], B }.
o For any type I error P(¢), the trade-off function returns the smallest possible value of

type IT error Q(1 — @) over all possible test functions ¢ : (Qo,.%) = ([0, 1], Pp.1)-
o Neyman-Pearson lemma: Statistically optimal choice is the likelihood ratio test>.

Qo (x) = (log a9 > za) such that P (log Z_IQ-’ > za)) =a. 4)

30ften we need to consider randomized likelihood ratio test. Think of polynomial threshold functions!
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Blackwell ordering and ROC curves 11

e TOF: A function f: [0,1] — [0, 1]
is a trade-off curve T (P, Q) if and
only if it is convex, continuous,
non-increasing, and f(o) < 1—o.

o Blackwell ordering : If
TPO,QO((X> > TP17Q1 ((X) for all c,
then (P;, Q) is easier to
distinguish than (P, Qo).

o Complete indistinguishability:

— f(a) =1— a means random

0002 0a 06 08 10 guess ROC with Bernoulli(o).

type | error

type Il error
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Blackwell’s theorem and ROC curves III

Theorem (Equivalence of Blackwell informativeness and post-processing)

Let P, Q1 be probability measures on Y| and Py, Qg be probability measures on Yy. The
following two statements (Blackwell informativeness and post-processing) are equivalent:

Q Blackwell ordering: T (Py,Qo)(ot) > T (P, 01)(@) forall a € [0,1].
Q Post-processing: 3 a Markov Kernel R: Y) — Y, such that (Py, Qo) =(R(P),R(Q1)).

o Gaussian trade-off function: Let ® be the Gaussian CDF. Then we have
Go(a) :==T(N(0,1),N(8,1))(cx) = (P! (1 — ) — O) for > 0.

o Gaussian comparison: 7 (P,Q) > Gg means it is at least as difficult to distinguish
the pair (P, Q) than it is to a pair of Normals with one having a shifted mean.
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What 1s Gaussian differential privacy?

Gaussian baseline: Gg () := T(N(0,1),N(0,1))(a) = ®(®!(1 — &) — 6) for 6§ > 0.
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Gaussian differential privacy, and a Composition theorem

Definition (Gaussian differential privacy [2])
A Markov kernel M : (x*,A) — (Q,.%,) is said to satisfy 8-GDP (for some 6 > 0) if

A(siglg 1T(M (S),M(S")) > Gg pointwise everywhere on [0, 1]. (5)
9 ! S

Theorem (A general composition theorem [2])

IfMy : XN =Y is f-DP. My : XN xY — Z is g-DP for all y € Y, then the joint mechanism
M = (M, M) : XN — Y x Z defined as M(x) = (M (x),M>(x,M,(x))) is f @ g-DP. (6)

o T(P,01)®T (P, 02) :=T(PL@ P2, 01 ®Q2) for f =T(P1,01),8 =T (P2,02).
o f®gis well-defined, commutative, associative, f@Id=1d® f = f,Id(a) = 1 — .
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A central limit theorem for Gaussian differential privacy
KI(f) := = Jy log |f'(x)|dx,  Ka(f):= Jy log?|f'(x)[dx,  Ks(f):= Jy [log|f'(x)||"dx

Theorem (Central Limit theorem[2])

Let {fni : 1 <i<n}y | be atriangular array of symmetric trade-off functions and assume
the following limits for some constants k > 0 and s > 0 as n — oo:

O YL K(fu) = kand YI i k(fui) = 5%
Q max <<, kI(fn) > 0and Y, x35(fni) — 0.
Then, we have the following convergence pointwise for all a. € [0, 1].

r}glolofn] ®fn2® e ®fnn(a) = T(N(_k7s2)7N(k7s2))(a) (7)

o Miraculously, ‘in all examples’ we always have s2 = 2k. ‘A proof of this interesting
observation or the construction of a counterexample is left for future work’.
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What is Infinitely divisible privacy?

o We determine all baseline notions of privacy, proposed in an HDSR Review paper.

o We resolve the s> = 2k conjecture, proposed in the celebrated JRSSB paper on GDP.
@ We connect Differential privacy with Le Cam’s theory of convergence of experiments.
@ We propose Poisson differential privacy, a new baseline suited for random graphs

@ We provide an optimal mechanism for a given discretized statistic, such as degrees.
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Infinitely divisible privacy— Step I (What about Poisson differential privacy)

o DRS showed Gaussian limits of composing (triangular) fi(n)—DP mechanisms.

(n) (n) s? s?
lim /7 ®---® fa :T(N<——,s2> ,N(—,s2>) for some s € R.

o fM =T (B (%) B (%)) then lim, o £ @+ @ £" = T(P(A1),P(22))!

What are all limit baseline TOFs?
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Infinitely divisible privacy— Step Il (combining Poisson and Gaussian baselines)

Theorem (An infinitely divisible extension [3])

Consider a sequence of trade-off functions (TOFs) { f,, = T (P, On) }nez., with f,(0) =1
foralln € Zsy and If [ (0t) — fw(t) pointwise on [0, 1] for some TOF foo = T (P, Qo)
then f.. € I (class of infinitely divisible trade-off functions).

Ir ={f=T(P,Q) : P is infinitely divisible on R and dQ(x) = ¢'dP(x)}

o P infinitely divisible <> log P(r) = itm — 51262 + [ (€™ — 1 — itx1)y <1 )dV(x), where
v a positive Borel measure on R\ 0 satisfying [p (x> A 1)dV(x) < oo.

P £ Gaussian part + Poisson part
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Combining Gaussian and Poisson— Resolution of the s> = 2k conjecture of DRS [2]

o Gaussians: Let Z~ N(0,1). Then f.. = G, =T(N(0,1),N(u,1)) € #r by taking

2 2 2
P.=N (—%,uz) LB 4 1ujz, and dQ-(x) = e*dPu(x) = N (%,uz) ®)

@ Poissons: T (c;X +ca,¢c1Y +¢2) =T(X,Y). fo=T(P(A1),P(A2)) € I7 by taking
P L A — A2+ Nlog(Aa /A1), and dQu(x) = e*dPur(x). 9)

o Consider the limiting Gaussian case with Ps, L _k+ |s|Z (no Poisson part).
o DRS asked whether it is always the case that s> = 2k? The answer is Yes, always.

@ Because, we need dQ..(x) = e'dP(x) to be a probability measure too, since
foo =T (Ps, Q) € F7. S0, Q(R) = P(expx) =exp(—k+5%/2) =1 = s> =2k.
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The usual additive noise mechanism achieving Gaussian Differential privacy

Theorem (Gaussian additive mechanism [2])

Given a metric space (1,d1) of datasets and a real-valued ‘continuous’ statistic
g: (Q1,d1) — R, with the privacy baseline G, = T(N(0,1),N(u,1)) for some p > 0,
consider the noise-adding mechanism (Markov Kernel) M : (R, #r) — (R, Br) as

M(g(x)) 4 g(x) +cZ for Z ~ N(0,1), so that ¢ 'w,(1) = p.

d(gryl)fglT(M(g(x)),M(g(y))) >T(Z,Z+p) = fe (10)

o Consequently, M satisfies ft GDP with wg (1) := supy(, ) <1 [g(x) —g(¥)|-
o But what if g: (Q;,d;) — Z is ‘discrete’ and privacy baseline f.. = T(P(A41),P(A2))?

o Construct a mechanism M : Z>o — Z> that satisfies Poisson differential privacy!
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An Optimal Transport-based mechanism achieving Poisson Differential Privacy

Theorem ([3])

Given a metric space (£1,d}) of datasets and a statistic g : (Qy,d}) — Z>o with the
baseline Poisson trade-off function foo =T (P(l1),P(l2)) for some uy > py > 0. Consider
the mechanism M : (Z>0,2%20) — (Z>0,2%2) defined as

g(x)) ~ he , With Ny = ———% and Ny = —————, where
we(1) Whog(1))
y
wg(1)
R R (O (12
Then, M satisfy (symmetric) fy, u, = min(fe, fo Y)Y -DP. More precisely, we have
dl(x?}cg)<l T(M(g(xl))vM(g(XZ))) 2 f#l#z = min(f‘”?fo:l)' (13)
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Beyond Infinite divisibility

Theorem ([2] Every ‘divergence’ satisfying DPI is a functional of the TOF)

If D(R(P),R(Q)) < D(P,Q) for probability distributions P,Q and Markov kernels R, then
there exists a functional lp : % — R such that D(P,Q) = Ip(T (P,Q)).

@ One can go beyond infinitely divisible limits under compositions of a random number
of nearly perfect differentially private operations.

o How do we incorporate computation into our framework?

o How do we incorporate quantization into our framework?
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A sneak peak into computation I

e What happens when we shrink the c—algebra ¢ C .# for (P,Q) on (Q,.%)?
fla) =T(P,Q)(a) =inf{Q(1 — ) : P(p) < 0,9 : (@, F) = [0,1]} for & € [0, 1].
Proposition 2. Let Py = N(0,1),P, = N(u,1) for p > 0 on (Q,F) = (R, Bg) with a sub-o
algebra G = o([n,n + 1) : n € Z). Then, T(Py, P,)(a) = &(®7 (1 — o) — p)Va € [0,1], and
Tg(Po, Pu)(ax) = ®(@ (1 — ag) — ) for ax = 1 — ®(k) for all k € Z, and (111)
Tg(Po, Pu)(a) = Tg(Po, Pu)(akt1) — X gk, for o € [agqr1, o] forallk € Z (112)

and X* = 27 ith g = Bk +1— 1) — ®(k — p) (113)
Qp — Qg1
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A sneak peak into computation II

1.0F

0.8f

0.6
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Gaussian shift family: P, =N(0,1), P, =N(u,1)
—— TNa), p=05
== Tgla), p=035
— TNa),p=10

Ty(er), p=1.0
— Ta), p=2.0
-== Tgla), p=2.0
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